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Subject Access Revisited

A Review of the High Court Decision in Ezsias v The Welsh Ministers (2007)

By Ibrahim Hasan

Section 7 of the Data Protection Act 1998 (DPA) gives an individual (the Data Subject) the right
to, amongst other things, see his/her personal data held by the Data Controller (those who hold
and process the personal data). The “subject access right” (as it is commonly known) fulfils the
objects of the European Data Protection Directive 1995 which are to protect the fundamental
rights of individuals, notably the right to privacy and accuracy of their personal data held and
processed by others. All the data subject has to do is make a request in writing and describe the
information being sought.

Over the years, data protection officers in large public and private sector organisations have been
frustrated by the number and wide ranging requests received under the DPA. Often the purpose
of the requestor has nothing to do with the original aims of the Directive. It is not uncommon for
unions, as well as disgruntled employees, and lawyers to make subject access requests
demanding a copy of all documents containing personal data about an individual. These are
sometimes considered to be “fishing expeditions” designed to try and tease out every last scrap of
information which may be useful in any current or future litigation. The problems for large
organisations (especially local authorities) who have many different databases containing
thousands of records, are the cost and resources implications of searching for the requested data.
Such costs are not recoverable under the DPA which only allows a maximum charge of £10 for
most personal data (£50 for health records).

A recent High Court decision confirms the previous Court of Appeal ruling on the nature of the
subject access right and also goes further in giving guidance on the scope of the search required
to be done by the Data Controller. In Ezsias v The Welsh Ministers (2007) ALL ER (D) 65, the
claimant was employed by the North Glamorgan NHS Trust (the trust) as a consultant. He was
suspended and subsequently dismissed. He commenced proceedings in the Employment
Tribunal for unfair dismissal.

The claimant had made a number of subject access requests to the Welsh Assembly for
disclosure of personal data which related to his complaints of and treatment by the trust. Some of
these were quite wide in their scope and asked for “all materials and documents whether in paper
or electronic format...which are connected to me, any issue, decision, consideration etc. related to
me...” The purpose of his requests was to try and obtain evidence for his Tribunal claim that he
was a whistleblower and should not have been dismissed.

When the defendants failed to produce the requested data, the claimant applied under section
7(9) of the Act for: (i) a declaration that the defendants had failed to comply with the obligation to
make 'appropriate disclosures' of documents that were in their possession; (ii) damages in respect
of those alleged failures; and (iii) an order requiring compliance. The defendants contested the
claim, stating, amongst other things, that all the disclosable data had in fact been disclosed, even
if it had not been in accordance with the requirement of a 'timely disclosure’, namely within 40
days from the date of the request.

The High Court’s decision sets out very useful guiding principles for those dealing with subject
access requests especially where they are catch all requests e.g. “Give me everything you have
about me.” Firstly, the Data Subject and the Data Controller must not lose sight of the purpose of
the subject access right. The court followed the now famous Court of Appeal judgment in Durant v
The Financial Services Authority [2003] EWCA Civ 1746, [2004] FSR 573 ("Durant"). It stated that
the purpose of subject access is to check whether the Data Controller's processing of personal
data about the Data Subject unlawfully infringes his privacy and to allow him to take such steps as
the Act provides to protect it.
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The court ruled that the claimant had muddled rights under Section 7(9) (to obtain a court order
seeking compliance with a subject access request), with any rights a person may have within a
substantive claim to disclosure of documents under Part 31 of the Civil Procedure Rules. The
DPA does not contain a right to have access to or copies of documents. Section 7 gives a data
subject a right to be informed by any Data Controller whether personal data of which that
individual is the data subject are being processed by or on behalf of that Data Controller: and if
that be the case to be given a description of those data, the purposes of the processing and the
recipients of any disclosure, and (according to Section 7(1)(c)):

"... to have communicated to him in an intelligible form
(i) the information constituting any personal data of which that individual is the data subject, and
(il) any information available to the data controller as to the source of those data...".

The court went on to state that, whilst the obligation to disclose information in communicable form
under Section 7(1)(c)(i) (above) generally "must be complied with by supplying the data subject
with a copy of the information in permanent form..." (as per section 8(2)) - and this particular
obligation may be met by providing the Data Subject with a copy of a pre-existing document
containing the data and other relevant information required to be disclosed - that is not the
equivalent of a right to disclosure of documents.

The court quoted Auld LJ in Durant (at Paragraph 26):

"The intention of the Directive, faithfully reproduced in the [1998] Act, is to enable an individual to
obtain from a data controller's filing system, whether computerised or manual, his personal data,
that is, information about himself. It is not an entitlement to be provided with original or copy
documents as such, but, as Section 7(1)(c)(i) and 8(2) provide, with information constituting
personal data in intelligible and permanent form. This may be in documentary form prepared for
the purpose and/or where it is convenient in the form of copies of original documents redacted if
necessary to remove matters that do not constitute personal data (and/or to protect the interests

of other individuals....".

The court ruled that the underlying premise of the claimant’s claim (i.e. that, in his own words,
under the 1998 Act he has a right to full disclosure from the Defendants of "all materials and
documents" which are "connected to [him] or connected to overlapping investigations,
considerations, actions, intended actions etc™) is false.

Secondly, how far does a Data Controller have to go in searching for personal data requested by
the Data Subject? The claimant submitted that efforts made by the defendants to identify and
disclose his personal data were inadequate and further efforts ought to have been made to
ensure the search was reasonable and proportionate. In particular, he criticized the defendants for
only requesting information from three departments (the Department of Health and Social
Services, the Information Management Division and the Complaints Unit), and not from other
departments or agencies (such as the Healthcare Inspectorate Wales).

The court ruled that under the DPA, upon receipt of a subject access request, a Data Controller
must take reasonable and proportionate steps to identify and disclose the data he is bound to
disclose. To repeat the words of section 8(2):

"The obligation imposed by Section 7(1) (c) (i) must be complied with by supplying the
data subject with a copy of the information in permanent form unless:

(a) the supply of such a copy is not possible or would otherwise involve disproportionate
effort, or

(b) the data subject agrees otherwise;..."
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Here the court sought to widely interpret the above provision, which on the face of it only applies
to the provision of hard copies. The court seems to have interpreted it as reflecting the whole
ethos of the subject access right. It ruled that, on the evidence, the defendants' search for
personal data had been reasonable and proportionate. It would not be reasonable for the
defendants to conduct any further searches especially given that the claimant accepted that the
documents he sought in this action for the purposes of progressing his employment claim in the
Employment Tribunal will be disclosable in the course of that claim in any event and the
defendants will be required to respond to any orders made against it to provide appropriate
disclosure of documents.

Finally the court confirmed what we already know from Durant. The judge has discretion (under
section 7(9)) whether to order disclosure of the information sought pursuant to subject access.
The material that had been disclosed was all the material that could be disclosable. Even if that
was not the case, it would not be appropriate for the court to exercise its discretion to make an
order for further disclosure.

Finally, in relation to the failure to make timely disclosures, the defendants had been in breach of
its obligation under the DPA. However, as no damage or prejudice had been caused to the
claimant, the court ruled that the current claim had to fail.

This decision gives useful guidance on the rights of data subjects and the responsibilities of data
controllers. It will certainly be welcomed by local authority data protection officers who, for years,
have been grappling with “catch all” requests with only a £10 cheque to show their finance
department for their troubles.

Ibrahim Hasan is a solicitor and trainer in information law with Act Now Training and a consultant
with IBA Solicitors. For legal advice and in house training details see www.informationlaw.org.uk

Email:ih@informationlaw.org.uk

COURSES FROM ACT NOW TRAINING

Handling Requests for Personal Data
with Paul Simpkins

Belfast - 12th March London - 23rd April
Manchester - 11th June Edinburgh - 16th Oct

Personal information is a big target for Freedom of Information and Data Protection requests. This workshop is
designed to teach delegates how to deal with requests for the subject’s own information as well as that of third parties.
FOI, FOISA and the DPA have to be considered as well as the individuals’ right to privacy. The latest caselaw and
Information Commissioner and Tribunal/Court of Session decisions will be examined in detail. There will also be time
to consider sector specific case studies and to practice the drafting of responses.

Data Protection Act 1998 An A-Z Guide
with Paul Simpkins

Manchester - 3rd April, 2nd Oct
Belfast - 16th April London - 31st Jan, 2nd July, 5th Nov  Edinburgh - 14th Feb, 1st Oct

Over the past few months, many public and private sector organisations have been found to have breached the
Data Protection Act 1998 (DPA). The list includes HMRC, a famous high street retailer, a bank, a solicitors firm
and a government department. The DPA applies to all processing of personal data. As a result of the latest data
security breaches, the Information Commissioner is due to get tougher powers to enforce the Act including
carrying out “spot checks.” The fines for non compliance may also increase with an added penalty of imprisonment
for serious offences. Whatever type of personal data you process; this workshop will cut through the legal jargon
and give you an action plan for compliance. Time will also be spent discussing real life case studies.

MORE DETAILS WWW.ACTNOW.ORG.UK Or TEL: 01924 451054
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