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Latest OSC Report (2008/2009)

A Summary by Ibrahim Hasan

On 21st July 2009 the Chief Surveillance Commissioner, Sir Christopher Rose, published his annual report to the Prime Minister and Scottish Ministers on the application of Part 2 of the Regulation of Investigatory Powers Act 2000 and the Regulation of Investigatory Powers (Scotland) Act 2002. 

The report relates to the period 1st April 2008 to 31st March 2009. It covers the use of directed surveillance, intrusive surveillance and Covert Human Intelligence Source’s (CHIS) by the police and other public authorities including local authorities.
You can read it by clicking on the link below:

http://www.surveillancecommissioners.gov.uk/about_annual.html
The highlights are as follows:

- During the current reporting year public authorities (other than law enforcement agencies) granted 9,894 directed surveillance authorisations, of which 1,287 were still in place at the end of the reporting year. Of these 50% were granted by government departments.
 - During the current reporting year public authorities (other than law enforcement agencies) recruited 234 CHIS, of whom 153 were cancelled during the year with 106 in place on 31 March 2009. Again half of these were by government departments.

Common Mistakes Found in Inspections

The areas that have received the most criticism on inspection – and this applies equally to all types of public authorities are: 

(a) a continuing failure on the part of Authorising Officers properly to demonstrate that less intrusive methods have been considered and why they have been discounted in favour of the tactic selected;
(b) the continuing preference to interpret private information as limited to biographical data rather than recognise the wider meaning decided by the European Court of Human Rights. A specific act of surveillance may not be intrusive but a combination of acts may enable the construction of a profile; this requires careful consideration when judging whether an individual’s private life is subject to interference;
(c) the failure of Authorising Officers, when cancelling authorisations, to give directions for the management and storage of the product of the surveillance; 

(d) the continuing confusion with regard to the need for authorisation when surveillance equipment (such as CCTV) is focused on an individual in a public place. It is not where the CCTV is placed (which may be overt or covert) but the manner in which the camera is used that is determinative of whether the surveillance is covert;

(e) Authorising Officers not knowing the capability of the surveillance equipment which they are authorising. For instance, there are differences between video cameras that record continuously and those activated by motion; and between thermal image and infra-red capability. These differences may have an important bearing on how a surveillance operation is conducted and the breadth of the authorisation being granted. Therefore, a simple authorisation for ‘cameras’ is usually insufficient; 

(f) poor internal audit by senior management. The Central Record of Authorisations is often in a form not conducive to quick review or status check. Sometimes it is apparent that there has been no meaningful internal audit between OSC inspections; 
(g) those conducting covert surveillance basing their activity on what was requested rather than on what was specifically authorised. R v Sutherland underpins the importance of briefing those conducting the surveillance beforehand on the specific authorisation; and

(i) local authorities have been specifically criticised for continuing to authorise surveillance based on grounds which were removed by SI 2003/3171 e.g. public safety, public health. This change came into force in January 2004. There is now only one ground upon which surveillance can be authorised by local authorities and that is the prevention and detection of crime and preventing disorder .
OSC Reports and FOI

In last year’s report, the Commissioner commented on media FOI requests to public bodies for copies of his reports. He suggested the application of section 36 as an exemption from disclosure. He also considered himself to be a Qualified Person under this provision. 
Those of you who work on FOI will know that this is incorrect. I did point out the error at the time and even wrote to the OSC. I am pleased that the Commissioner has corrected himself (see paragraphs 5.33 and 5.34). He has confirmed that the decision to disclose an OSC report rests with the public authority.
Importance of Training

Once again the Commissioner has emphasised the importance of training. At paragraph 5.27 he states:

“I continue to hold the view that those public authorities which invest in training usually achieve a higher standard of compliance.”

He goes on at paragraph 5.29:

“There remain too many ACPO officers and senior executives who have yet to

receive formal training in this legislation. This is often commented on in reports. It is vital that they receive formal training not least because their views on the legislation can be clouded by inexperience and misconceptions. Most of them will also be Authorising Officers in their own right and may have difficulty defending their credentials if challenged.”

Act Now continues to be the market leader in training in all aspects of RIPA and surveillance law. Please click below to see our full range of courses:

http://www.actnow.org.uk/courses/RIPA/Surveillance_Law
Ibrahim Hasan can also provide legal advice in this area (ih@informationlaw.org.uk) 

We are also the UK’s leading providers of in house training on RIPA and surveillance law. If you would like to discuss your training needs please e mail us on info@actnow.org.uk
This is a difficult time for those who are doing surveillance governed by RIPA. Increasingly the media and consequently the public are scrutinising what is being done. If Act Now can assist in any way  with your RIPA compliance program please do not hesitate to get in touch.

NEW RIPA PART 2 FORMS GUIDANCE DOCUMENT

A common theme running through the questions our trainers are asked, is the lack of clarity and guidance around completing the RIPA forms for authorising Directed Surveillance and use/conduct of a Covert Human Intelligence Source (CHIS).

Poor form filling is a standard criticism made by the Office of Surveillance Commissioners (OSC) when doing inspections of local authorities. Up to now there has been no published guidance on how to complete the forms properly. This is essential if officers want to take advantage of the RIPA Shield (section 27 defence).

With this in mind, Ibrahim Hasan have developed detailed guidance on how to complete the standard Home Office RIPA forms for Directed Surveillance and CHIS. It consists of each form reproduced with detailed notes on how to complete each section. All the forms are included from application, through to review, renewal and cancellation. To learn more and order an evaluation copy please go to:

http://www.actnow.org.uk/content/26
Accessing Communications Data – Latest ICC Report

Part 1 Chapter 2 of RIPA allows local authorities and others to access communications data. Please find below a link to the latest report of the Interception of Communications Commissioner (ICC) which has now been published:

http://www.informationlaw.org.uk/page15.htm
The ICC, amongst other things, carries out inspections of local authorities who exercise powers under Part 1 Chapter 2 of the Regulation of Investigatory Powers Act 2000 (RIPA) to acquire communications data (e.g. mobile phone records, subscriber details etc).

This is usually done by trading standards, environmental health and licensing departments. You may wish to forward this document onto them.
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